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Databricks estates do
not leak all at once. 
They drift.
A leadership briefing on security exposure, cloud cost leakage,
performance debt and PII governance across maturing Databricks
environments - and why estate-wide auditability is now an
operating discipline, not a one-off clean-up.

29%
estimated wasted cloud
spend reported in
Flexera's 2026 State of

the Cloud research.1

$4.44M
global average cost of a
data breach in IBM's

2025 breach study.2

31%
of breaches now start
with software
vulnerabilities, according
to Verizon's 2026 DBIR

summary.3

28.65M
new hardcoded secrets
added to public GitHub
commits in 2025, per

GitGuardian.4

The practical question for Databricks customers is no
longer whether the platform can be governed. It is whether
leadership can see where governance has drifted before that drift
becomes spend, latency, exposure or compliance evidence
failure.

deltatune | Databricks estate efficiency and control 01 / 06

https://info.flexera.com/CM-REPORT-State-of-the-Cloud?lead_source=Organic+Search
https://www.ibm.com/reports/data-breach
https://www.verizon.com/business/resources/reports/dbir/
https://blog.gitguardian.com/the-state-of-secrets-sprawl-2026/


S EC UR ITY  A N D  C O N F IGURAT IO N  R ISK

1. The Databricks risk surface is mostly
configuration, identity and runtime posture.

Databricks is a powerful governed lakehouse platform, but the risk in a real enterprise estate often
accumulates outside the product brochure: long-lived tokens, legacy cluster modes, stale runtimes,
permissive policies, DBFS-stored init scripts, unowned jobs and inconsistent workspace settings. These
are not theoretical controls. They are the everyday operational seams through which privileged data
platforms become exposed.

PUBLISHED DATABRICKS-SPECIFIC
SIGNALS

In December 2024, Databricks disclosed
CVE-2024-49194, a JDBC Driver 2.x vulnerability
before version 2.6.40 that could potentially allow
remote code execution through JNDI injection via a
JDBC URL parameter. The advisory instructed
affected customers to update drivers and restart

long-running clusters where required.5

Databricks also documents account-level
protection for no-isolation shared clusters and
workspace settings that prevent creating or

starting these legacy cluster types.6 Earlier
guidance on init scripts recommended migrating
cluster-scoped init scripts stored on DBFS to safer
workspace-files locations and using the Security

Analysis Tool to automate health checks.7

Leadership implication: the absence of an
active incident is not evidence of control. In
platform estates, the question is whether
risky modes, scripts, tokens and runtimes can
be inventoried and evidenced today.

WHAT A RIGOROUS AUDIT SHOULD
BE ABLE TO ANSWER

Which workspaces still permit no-
isolation or equivalent legacy cluster
modes?

Which clusters and jobs run
unsupported or deprecated runtimes?

Where are PATs used, who owns them,
and when do they expire?

Which init scripts, mounts, libraries and
service principals have privileged
reach?

Are audit logs, ACLs, network controls
and Delta Sharing policies consistently
configured?

Databricks' own Security Analysis Tool checks
categories that map directly to these
questions: token lifetime, audit log
configuration, deprecated runtimes, global init
scripts, DBFS mounts, workspace, cluster and
job ACLs, private connectivity and sharing

controls.8

31%
of breaches now start with software
vulnerabilities, according to Verizon's

2026 DBIR summary.3

RCE
CVE-2024-49194 showed how a
client-side Databricks driver
dependency can become a platform-

relevant risk.5

SAT
Databricks publishes a Security
Analysis Tool for posture checks
across account and workspace

controls.8

Security debt in Databricks is rarely a single missing checkbox.
It is the interaction between identity, runtime, workspace
policy, libraries, secrets and data access.

• 

• 

• 

• 

• 
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https://kb.databricks.com/data-sources/security-bulletin-databricks-jdbc-driver-vulnerability-advisory-cve-2024-49194
https://docs.databricks.com/aws/en/admin/account-settings/no-isolation-shared
https://www.databricks.com/blog/securing-databricks-cluster-init-scripts
https://github.com/databricks-industry-solutions/security-analysis-tool/blob/main/configs/security_best_practices.csv
https://www.verizon.com/business/resources/reports/dbir/
https://kb.databricks.com/data-sources/security-bulletin-databricks-jdbc-driver-vulnerability-advisory-cve-2024-49194
https://github.com/databricks-industry-solutions/security-analysis-tool/blob/main/configs/security_best_practices.csv


C O ST  L EA KAGE  A N D  F IN O P S

2. Databricks cost leakage is governance leakage
wearing a compute bill.

Cloud data platforms make it easy for teams to move quickly, but elasticity can conceal poor
ownership. A Databricks bill typically combines DBUs, cloud infrastructure, SQL warehouses, model
serving, jobs, pipelines and user-driven exploration. Without consistent tags, owner metadata, workload
policies and cost attribution, leadership sees total spend but not the avoidable behaviours behind it.

WHAT THE BROADER CLOUD DATA
SAYS

Flexera's 2026 State of the Cloud research
reports estimated wasted cloud spend at 29%,
while managing cloud spend remained a top

challenge for 85% of respondents.1 That is the
macro context for Databricks optimisation: even
mature organisations struggle to connect usage
to business value.

Databricks gives teams the telemetry to solve
this: the system.billing.usage table can be
queried to attribute billable usage by workloads,
SKUs, metadata, jobs, pipelines, serving

endpoints and dates.9 Compute policies can also
constrain cluster type, max resources per user

and maximum DBUs per hour.10

A useful diagnostic: for every 100 DBUs
consumed last month, can the organisation
identify the product, workspace, owner,
business unit, environment and reason?

RECURRING LEAKAGE PATTERNS

PATTERN WHY IT MATTERS

Untagged
workloads

Spend cannot be allocated,
challenged or improved at the team
level.

All-purpose
clusters

Interactive convenience can become
hidden production dependency.

SQL
warehouse
sprawl

Idle or oversized warehouses absorb
cost outside job-level governance.

Weak
policies

GPU, node type, autoscaling and
DBU limits remain matters of user
choice.

DBU-only
analysis

Cloud VM/storage/network charges
can obscure the full hourly

economics.19

Databricks' own cost guidance recommends sizing SQL warehouses around concurrency and query
complexity, starting with Small or Medium warehouses, enabling autoscaling and using serverless

warehouses for instant startup and automatic scaling where appropriate.11 A published practitioner
case study - not an independent benchmark - described a serverless SQL warehouse reduction from

$25k/month to $5k/month after rightsizing, endpoint monitoring and query-level attribution.18

29%
estimated wasted cloud spend in

Flexera's 2026 report.1

DBU/h
Databricks compute policies can cap
maximum DBUs per hour for compute

resources.10

Usage
System tables provide a native basis

for cost attribution and dashboards.9
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https://info.flexera.com/CM-REPORT-State-of-the-Cloud?lead_source=Organic+Search
https://docs.databricks.com/aws/en/admin/usage/system-tables
https://docs.databricks.com/aws/en/admin/clusters/policies
https://www.doit.com/blog/databricks-pricing-explained-dbus-tiers-and-cost-control
https://docs.databricks.com/aws/en/lakehouse-architecture/cost-optimization/best-practices
https://medium.com/%40rrajeshwaris/serverless-sql-warehouse-cost-surge-and-optimization-operation-fb9c8ac22ea8
https://info.flexera.com/CM-REPORT-State-of-the-Cloud?lead_source=Organic+Search
https://docs.databricks.com/aws/en/admin/clusters/policies
https://docs.databricks.com/aws/en/admin/usage/system-tables


P ERF O RMA N C E  D EB T

3. Performance tuning is cost control. Slow
workloads are expensive workloads.

In Databricks, performance and cost are not separate disciplines. Every unnecessary scan, skewed
shuffle, small-file listing, inefficient MERGE, cache misuse or Python UDF serialisation issue becomes
more cluster time and therefore more spend. The platform provides strong optimisation mechanisms,
but they require active estate maintenance.

WHERE PERFORMANCE DEBT
ACCUMULATES

Databricks recommends Delta Lake practices such
as optimised writes, file compaction and workload-
aware MERGE tuning; MERGE on partitioned tables
can create many small files if not configured

carefully, becoming a performance bottleneck.12

Its performance-efficiency guidance recommends
liquid clustering for new Delta tables, warns
against partitioning tables below 1 TB unless
partitions are expected to be at least 1 GB, and
advises using adaptive query execution. It also
recommends avoiding unnecessary UDFs and
cache misuse where native functions and layout

optimisation are more appropriate.13

A high-performing estate is
not just faster. It is easier to
forecast, easier to govern and
less likely to require
emergency scale-up.

THE PERFORMANCE-COST AUDIT
LENS

Which Delta tables have small-file
pressure or outdated layout
assumptions?

Which MERGE workloads rewrite too
much data or amplify shuffle?

Where are Python UDFs used where
native SQL or Spark functions would
suffice?

Which SQL warehouses are oversized
for the query mix or concurrency
pattern?

Which jobs are repeatedly retried, over-
scaled or scheduled at expensive times?

WHY LEADERSHIP SHOULD CARE

Performance debt has a double cost: immediate
DBU consumption and organisational drag.
Teams lose trust in dashboards, inflate clusters
to avoid failures, and normalise higher baseline
spend.

ISSUE TYPICAL SYMPTOM EXECUTIVE TRANSLATION

Small files Queries spend time listing and
opening many objects.

Storage layout has become a compute
tax.

Over-partitioning Too many partitions, low data per
partition, poor pruning.

Historical design choices are now
slowing current workloads.

Inefficient MERGE Large rewrites, slow incremental
pipelines, file churn.

Freshness targets cost more than they
should.

Warehouse mismatch Idle capacity or constant saturation. The estate lacks workload
segmentation.

Optimisation should therefore be expressed in business terms: fewer DBUs per pipeline run, lower
warehouse idle percentage, reduced p95 dashboard latency, shorter SLA breach windows and lower
incident-driven scale-up.

• 

• 

• 

• 

• 
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https://docs.databricks.com/aws/en/delta/best-practices
https://docs.databricks.com/aws/en/lakehouse-architecture/performance-efficiency/best-practices


P R IVACY ,  P I I  A N D  A I  GOV ERN A N C E

4. PII governance is now a runtime control
problem.

As Databricks becomes the operating layer for BI, ML and AI workloads, privacy risk moves beyond
static access reviews. PII can flow through notebooks, dashboards, pipelines, model features, external
shares, AI/BI experiences and downstream extracts. Governance is only credible when the organisation
can prove where regulated data is, who can query it, where it flows and how deletion requests are
completed.

THE EVIDENCE BURDEN

Databricks' GDPR and CCPA guidance highlights a
crucial operational point: deletion obligations
apply not only inside Delta Lake, but also to
upstream sources such as Kafka, files, databases,

queues and cloud storage.15 That means a
privacy control that only deletes a final table can
still leave exposure elsewhere in the data path.

Unity Catalog provides row filters and column
masks, with ABAC policies using governed tags to
apply controls across many tables and columns.
Databricks describes this as useful where
organisations need consistent rules, separation of
duties and automatic coverage as new tagged

data appears.16

WHY THE AI ERA RAISES THE
STAKES

IBM's 2025 breach research put the global
average breach cost at $4.44 million and
emphasised the cost of AI adoption without

adequate governance.2 Separately, GitGuardian
reported 28.65 million new hardcoded secrets in
public GitHub commits in 2025, a 34% year-over-
year increase, reflecting how fast credentials and
automation context now spread through software

workflows.4

Databricks lineage can be used for impact
analysis, root-cause investigation and tracking
sensitive data flow across downstream tables,

jobs and dashboards for audit purposes.17

Privacy risk is not only unauthorised access. It is also the inability to evidence classification,
masking, lineage, retention, deletion and downstream propagation when a regulator, customer or
board asks.

CONTROL AREA WHAT SHOULD BE EVIDENCED

Classification Where PII, financial data, health data or confidential fields exist across catalogs
and schemas.

Access Which principals, groups, service principals and BI assets can access sensitive
columns.

Masking and filters Whether row filters, column masks and ABAC policies apply consistently to new
and existing objects.

Lineage Which jobs, dashboards, derived tables and exports consume regulated data.

Deletion Whether right-to-erasure workflows reach Delta tables, deletion vectors,
materialized views, streaming tables and upstream systems.
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https://docs.databricks.com/aws/en/security/privacy/gdpr-delta
https://docs.databricks.com/aws/en/data-governance/unity-catalog/filters-and-masks/
https://www.ibm.com/reports/data-breach
https://blog.gitguardian.com/the-state-of-secrets-sprawl-2026/
https://docs.databricks.com/aws/en/data-governance/unity-catalog/data-lineage


A.R.T.  P RO TO C O L  A N D  SO URC ES

5. Deltatune A.R.T. protocol: Audit. Report. Tune.

Databricks estates need a repeatable operating loop that makes drift visible to leadership and
actionable for platform teams. Deltatune's A.R.T. protocol is designed around that loop: identify estate-
level evidence, translate it into leadership-grade risk and value narratives, then tune the controls,
workloads and behaviours that created the leakage.

A
Audit

Inventory the estate:
workspaces, runtimes, policies,
SQL warehouses, jobs, clusters,
tags, tokens, PII controls, data
layout and cost attribution. The
goal is not a checklist; it is a
defensible evidence base.

R
Report

Surface what leadership needs to
understand: avoidable DBUs,
unmanaged risk, ownerless
spend, vulnerable dependencies,
privacy evidence gaps and the
business services affected.

T
Tune

Implement targeted
improvements: compute policies,
tagging standards, SQL
warehouse rightsizing, runtime
upgrades, secrets hygiene, Delta
layout work and Unity Catalog
governance hardening.

The risk of not auditing is not that nothing is configured. It is
that nobody can prove which configurations matter, which have
drifted and which are costing the business today.

BOARD-LEVEL QUESTIONS

What percentage of Databricks spend is
owner-attributed and policy-governed?

Which workloads carry the highest
avoidable cost or latency?

Do any workspaces still depend on legacy
cluster modes, stale runtimes or risky init
scripts?

Can we trace sensitive data from source to
dashboard, model or extract?

What would we show an auditor within 48
hours?

THE DELTATUNE POSITION

Deltatune helps Databricks customers turn
platform entropy into a quantified improvement
backlog: lower DBU waste, faster workloads,
cleaner access controls, stronger privacy evidence
and fewer surprises for finance, security and data
leadership.

This paper is not affiliated with or endorsed by
Databricks. Databricks product names are used
descriptively.
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